Risk Management Plan 2023 for:

HEALTH NETWORK
NC.

Daniel Monbrod

Health Network Inc. — IT Security Intern




Contents

Part 1 - Risk Management Plan Outline and ReSearch..............ccceeeeereccveeevveereesesssccneeeeeeneess 0

Lo Lo [ Lo 1 [« o RO 6
VYo XY= [ Te B[54 o Yo e 1 Lol = OO SRRRE 7
RYo'oJ e T To I 0TV Lo Lo T L= RSRE 8
FOUNAALION Of SECUITTY GNT TIUST ...vveveeeieveeieieeeiete s te e e st st ts st e st ts st tsss s st ssessassssssssassesaasasssssasasssessassssssssnsessnsnsns 8
PreS@IVING POLIENT TIUSE......ccveeveereeiieieiesiestestetestestsstestestestessessesstestestassassassesssestastsasassassassessssssessestansasassasssssssssantatansansassasss 8
R a0 L Ao [Tl D X=To K o 1V Lo 1 [ o SRS 9
RY e 1= Tod o [=T g 0o X1} o L=T 1 Mol OSSOSO 9
COMPLIANCE AS G FOUNUATION ...ttt e ettt ettt st et et e s s et st a st e ss st ass s e st asssesansstantessssansssasansssanssssnsan 10
CoOMPIANCE LAWS ANA REGUIGTIONS......eeeeeeeeeeeeesieieteteieestetesets e te et te e s s ss st et ss s ssssssssessssasesssnssssssssassssssasssssssnsssons 10
LT 1 1 Lo 1o OO R 11
COMPLIGNICE LAWS ..ottt et e sttt a et e s s et e et st s st e e s sa st e st ta st s se s et sa st snsssansesssssnsssantenssseneessssn 11
State-SpP eCific LAWS AN REGUIGTIONS .........c.ooueeeeeeeeeeeeesieeeeiteeste st s st eteste e sts et esaessssessese s sssssessasassessasessessssessasassessasessasans 12
Medical ReCO S RETENTION LAWS ..ottt s 13
Recommendation for CONtINUOUS AlIGNIMENT .........c.ccveveueeeeeieeesteieiesisieestetsis s sste s sssesssssssesesssssssssssssssesssssssssansssssnsnsns 13




ROIES AN RESPONSIDIIIEIES ...ttt es et te sttt sttt s et st e st s seste s te st e asssassasssssnsssessssssenssnssssnsessssenssssnss 15

Loy Lot Yo (=l 1] =3 OO U ST 17

Part 2 — RiSK ASSESSMENT PION.......ccueuueeereeeeeerrenssresensssessenssssssessssesssssssssssssssssssssssssssssssssasssseeee 18

PUIPOSE QNG IMPOITANCE ... eeee et e e e te e st e s ete st e s s sa st et a s e s et et ess st e st e ss et st esa s etsass s ets s essessasassessaseseasaasessans 18
RYa'eT e T To I o TV g Lo Lo T =3O 18
Data Center ASSES QNG ACHIVILIES .......ocooueueeeeeieeiesieieeee ettt ettt ettt sttt a sttt s st nne et 19
LR Qo =T L 1) Lol K 1 o £ OO 19
Methods for RiSk IdENTIICAtION ..cceeviiiree et bbb bbb bbb nenas 20
RISK REISTEI ..uveveetiieieteteis ettt et et et st e e st e e et e st e e e b e e ese st e e e b et entes e sese et essase st eneebesseneesesaseesessase st essesesasensateneesensanes 21
R QO =Y = o 1= OO P T RSTRORST RS 21
RISK DOCUMENTALION w.ucuieiiieieicte ettt bbb bbb bbb bbb bbb bbb ebebebebebebebebesebererenenen 22
TRLEATS AN VUIN@IABDIIILIES ...ttt sttt sttt et een 22
IAENTIFIEA TREEALS ettt ettt sttt sttt bbbt b bbb b bbbt bbb ebebebebebebebebebesebebesenencs 23
Identified VUINEIADIlIIES ...ceveveeeeeererr et st 24
Additional Threats and VUINErabilities ... 24
RISK ASSESSIMENT ...ttt sttt sttt ettt s 30

RISK AN QIYSIS .ttt ettt ettt sttt ettt e et et e b et s se st et b et e ae st e e st e s et e se s et se s e e s et seese s senes 30



QUATTEGEIVE RISK ANGIYSIS .ottt ettt ettt sttt e te et e st e sa st e e sa s e s essantsss st esessestesstanessssansssensensssensessnsn 30
QUOANTEATIVE RiSK ANGIYSIS «....eeeeeeeeeeeeeeeeeese st eeete st ee st ets et et ets et e e st e e et e s ess st e s esa s ess et st essasa s esasessasassessasessessasaasessasassanan 31
RiISK RESPONSE PIANINING ...cuoeeeeieeeeietiieesieeteseeesieteteste s e te et et ta e s te s satessste st s satestasassaasesansassssaatssasassesasenssssnsesessansssenes 32
CONEIOIS ...ttt ettt sttt s et s ettt s s et n s bttt ettt st et sene s e 33
ROIES ANA RESPONSIDIIITIES ....veveveeeeriieiereieietesietetestess e te e tetste e s seta e e te s et assessstestesassassessasassssansesasessesansassessasasessensesenss 36
SCROAUIE ...ttt bttt 38
Part 3 — Risk Mitigation PlAN ...........ccccuueerveescnensscisssnnisssssssssssssssssssssssssssssssssssssssssnsssssssssssssns 40
INEFOAUCTION ..ttt e 40
LT ToX Y=o L 1o I [5a] o Yo e L Lol =SSO 42
L= oYV VA Lo LT G R o ] L =e B I T =L B < OO 43
NEWIY IAENTIFIOA TRIOA TS ......eveveeeeeieteeteiete st eststs e st te st ss et s ss e tsts s s s s tssssssssesssssssaasnsssesansssssssnsasssanssssessassssssssnens 45
CONTIOIS TO IMPICIMENT ...ttt ettt te ettt et et et st et e b et e ss s e s et e st e ss et et e ss st et asa st esstassessessasessasaseetasassnsan 47
FUBUIE TAFEALS ...ttt bbbt b et b st 48

Part 4 — Business Impact Analysis (BIA) & Business Continuity Plan (BCP)......................... 50

LTV L L= oo Ton 9 e Lo ] OO 50

PUTPOSE. ..ttt ettt ettt st e st st et et et e st e s b e s b e s b e s h e e Rt e e e s e e e e e e R e e Rt e Rt e Rt et et e b e b e e Rt e e e e e eeneesheeRe e Rt e Rt et e b e s b e e beeReeRaesaenee 50

Mission/Business Processes and RECOVEIY CritiCality ...oiviiiveieiiiieiesisecete ettt tete ettt se e se s se s se et sesssesssnsnns 51



RESOUICE REQUITEIMENT ...eiiiieierieeieetetest ettt ettt et e s b s a e et e s aesae s s e s st e st e st e st et e b e sbesbe s st e st e st e e e besaesaesaeesensasanbassassessnssnenes 51
RECOVETY PrIOTITIES w.viueiiiiiieeiteecieeste sttt s e st e st e st e st e s e e st e s ae e sae e st e e sbeeeesabeense e st eeaeesatesasesaeesseessaeentesaeesanesseanseansesseensann 52
SYSTEIM DESCIIPTIONS ittt et ste s s bt s st et et et et e be s hesa e e st e st et e aesaeseesseese et essensanbensasbassesseensensens 52
Determine Process and SyStem CritiCaliTy ..ccoereirerrireere ettt sttt ettt eaas 53
OULAEE IMPACTS ..ottt sttt st et e st e et e s sbe e s be s be e be s et e s aeesat e s st e s atesasesatesasesatenseesseensesasaessaenseanseensasasesnsesasesnsennsenas 55
EStIMAted DOWNTIME ..o e st 56

1A@NtIfY RESOUICE REQUITEMENTS .....eveeeeveeeeieieieiete et te et te s te et este s sassesessestssatessesasssssssstssssssssssansasesssasssasesessase 59

Identify Recovery Priorities fOr SYStEM RESOUICES ..........cccceveeveeeeeesisieiesietsissassissessssssssssssssssssssssssssssssssssssssssssssssssssssss 61

BUSINESS CONUNUILY PIAN (BCP) .ottt eiste et sste s st ese et se st s et e ss st et essasasesassasasassnsesasassasasetassasasessssnsessasasns 63
L0 A= 1= TP 63
KT o{o] o1 OSSO EPOOESOOOOOES OO P RSP UPOROPRRTPROPON 63
KBY BUSINESS AT@S ....iiuiiiiieienierierieete st st sttt et t et et b et e b et e s besbesaeeaeeateat et e b e e b e e b e e Rt e Rt e ab et et e b esbesat et enbesessesseeneeneentaataee 63
CrITICAl FUNCHIONS .ttt e bbb bbb bbb bbb ettt ettt ettt ettt 64
ACCEPLADIE DOWNTIME ..ottt ettt stk et st e st e b e e e e st et e se st esesbe st ese s e s enssaensesesenessensesens 64
Plan t0 Maintain OPEIatiONS ......cccecieieieiieiieiee st e et e e te st e e ae e s te st e s e te s ebessessebassesessensebesanseseesassesansesessansesessasaeseteneesensenen 64

ROIES ANA RESPONSIDIIILIES ....o.veveereeeiereerieieieisieiesiste ettt e ste s ie s s tsts st s sss s st st essssssessasssssssassatssssssasesessasssessanssessnsnsns 64

L aloilo (=Ta k1Y o LT o I=d 0 L T=T A L o =L [ OO STR 65



EMEIGEN CY COMIMUINICATIONS .....eeeveeieieiesierierieeetectestessessteseeteitestetestesses e st et e ste st sasassasssssssasastansansessessassssstensensensensensensenaes 65
CUSTOMELT COMMUNICATIONS ...ttt ettt sttt sttt et et e s ae s st et e e st s s s s e s beebesaeeae st essensesssenteneas 66
SEAST COMMUNICALIONS ..ottt sttt te ettt ts e et et s ta e e s et e st et et e st st et et et e ss et et asesessensasansessasesessensesenen 66
INCIA@NT RESPONSE PIOCEUUIES ...ttt sttt sttt ettt sttt et e st e st et s asssa s s sesss st ssanssssssansesessaasesenss 67

RESEIENCES ....uceeeeevriceerirsssseniiiisisinssisisssssssissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssss 69



Part 1 — Risk Management Plan Outline and Research

Introduction

In the ever-evolving landscape of the digital era, Health Network, Inc. finds itself at a crucial
junction where unparalleled prospects intersect with intricate challenges. As a leader in the
intersecting realms of healthcare and technology, our mission goes beyond ensuring
operational efficiency. We are the architects of a culture centered on trust and dedicated to
the overall well-being of all our stakeholders. This Risk Management Plan is not just a mere
collection of procedures but a vivid testament to our unwavering commitment to

safeguarding the sanctity of the data entrusted in an ever-shifting digital terrain.

Our role is vast and intricate, seamlessly bridging the realms of healthcare and technology.
We are the guardians of secure electronic medical communications, the providers of
intuitive web-based portals for payments and billing, and the connectors linking patients
with healthcare providers through our comprehensive directory. Our flagship products —
HNetExchange, HNetPay, and HNetConnect — are not just services but embody our vision to

revolutionize healthcare access and delivery.

At the core of our operations lies a formidable IT infrastructure boasting three innovative
data centers, each a beacon of technological prowess with over a thousand production
servers. Our skilled ensemble of six hundred professionals, whose expertise and dedication
span Minneapolis, Portland, and Arlington, support this technical backbone. Our journey

transcends internal operations, reaching into strategic alliances with third-party data center



hosting vendors, a testament to our relentless pursuit of high availability and sophisticated

risk management.

In navigating the complex digital age, especially in a sector where the confidentiality of data
is inextricably linked to human lives, the need for a robust, comprehensive risk
management framework cannot be overstated. Our plan is rooted in our core values,
designed to navigate the legal and regulatory frameworks that shape our operations, with a
keen focus on the Payment Card Industry Data Security Standard (PCI DSS) and the Health
Information Technology for Economic and Clinical Health (HITECH) Act. Through this plan,
we reaffirm our commitment to the security and integrity of data and to the very essence of

trust and care that defines Health Network, Inc.

Purpose and Importance

The risk management strategy of Health Network, Inc. is integral to our identity in the
digital healthcare landscape. This plan serves as a structured approach to identify, evaluate,
and mitigate risks, primarily focusing on patient data security. Our plan is designed to
minimize risks proactively in a sector where information security is not just a compliance
requirement but a moral imperative. We strive to maintain the highest data confidentiality,
integrity, and availability standards. Our approach involves continuous risk assessment and
responsive strategies that adapt to the evolving threats in cybersecurity, ensuring our

patients' data remains secure and private.



Scope and Boundaries

The risk management plan we have in place goes beyond standard procedures. It reflects
our commitment to safeguarding the foundation of our organization in an ever-changing
digital healthcare landscape. Our plan covers the security of patient data across all
platforms, ensures the integrity of our web-based transactions, and maintains robust
cybersecurity measures for our IT infrastructure. We set the boundaries of this plan to
include all aspects of data handling, storage, and transmission within our organization. We

also consider external threats from digital transactions and third-party collaborations.

Foundation of Security and Trust

At the heart of this plan is a structured, methodical framework designed to identify,
evaluate, and manage various risks. In the healthcare industry, where the sensitivity of
patient data is paramount, our commitment goes beyond mere risk mitigation. We aim to
preserve and foster the trust placed in us by our patients and partners. This involves
implementing advanced security protocols, regular risk assessments, and continuously
improving our data handling processes. Our objective is clear: safeguarding the
confidentiality, integrity, and accessibility of patient data, thereby reinforcing the trust our

stakeholders have in our organization.

Preserving Patient Trust

In an age where technology is deeply intertwined with healthcare, cultivating, and

maintaining a culture of trust is crucial. Patients and institutional partners entrust us with



their most sensitive information. Our responsibility extends beyond compliance with
regulatory standards to a moral obligation to protect this trust. We implement rigorous data
security measures and communicate transparently about our data practices. In a data
breach, the potential impact on patients' lives is profound, making maintaining a robust and

resilient security infrastructure imperative.

Strategic Decision-Making

Our risk management plan is not just a preventative measure but a strategic asset in
navigating the complex landscape of digital healthcare. It enables us to make informed,
knowledge-driven decisions, foresee potential risks, and adapt proactively. This strategic
foresight allows us to stay ahead of emerging threats and challenges, ensuring the
continued protection of patient data and the smooth operation of our digital platforms. By
anticipating and managing risks effectively, we position ourselves as a participant in the
healthcare sector and as a leader in crafting a secure, adaptable, and resilient digital

healthcare environment.

Stakeholder Confidence

As a trusted entity in healthcare data security and reliability, Health Network, Inc. holds a
significant position in the eyes of our stakeholders, ranging from patients and healthcare
providers to investors and regulatory bodies. This risk management plan is a testament to
our unwavering commitment to uphold this trust. It assures all stakeholders that their

interests are safeguarded, reinforcing their confidence in our organization. By
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demonstrating our proactive approach to risk management and our dedication to
maintaining high data security standards, we protect and enhance our reputation in the

healthcare industry.

Compliance as a Foundation

At Health Network, Inc., adherence to the Health Insurance Portability and Accountability
Act (HIPAA) is more than a regulatory requirement; it is the cornerstone of our
organizational ethos. Our commitment to HIPAA is deeply rooted in a strong ethical
foundation, recognizing the protection of patient data as a moral imperative and a critical
aspect of maintaining patient trust. This dedication is intricately woven into our risk
management strategy, steering our operations toward excellence and integrity in the digital
healthcare landscape. We meticulously ensure that all operational facets align with HIPAA's
stringent standards for data protection. This unwavering commitment to securing our
digital operations and prioritizing our community's welfare strengthens our risk
management approach and solidifies our stakeholders' confidence. At the forefront of our
endeavors is the unwavering commitment to uphold the sanctity of patient data as we

continually strive for excellence in every aspect of our work.

Compliance Laws and Regulations

Health Network, Inc.'s compliance architecture is anchored in the stringent mandates of
HIPAA, forming the core of our comprehensive compliance framework. This framework

emphasizes health information privacy and security, with HIPAA as a foundational element.
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Complementing HIPAA, the Payment Card Industry Data Security Standard (PCI DSS)
enhances the security of our digital transaction systems, safeguarding the confidentiality
and integrity of all financial interactions. Our expansive compliance landscape encom passes
various regulatory requirements, reflecting our commitment to ethical and responsible data
management. This extensive framework fulfills regulatory obligations and underpins our

dedication to operational integrity and protecting stakeholder interests.

Regulatory

PCI DSS (Payment Card Industry Data Security Standard): A critical component of our
compliance framework, PCI DSS is essential given our extensive payment card transactions.

Its guidelines are integral to ensuring robust security for our financial operations.

HITECH (Health Information Technology for Economic and Clinical Health Act):
Complementing HIPAA, HITECH amplifies data security and privacy standards. Our
adherence to HITECH reinforces our commitment to advancing data privacy within the

dynamic digital healthcare ecosystem.

Compliance Laws

HIPAA (Health Insurance Portability and Accountability Act): Established in 1996, HIPAA is
the foundation of our regulatory compliance, setting stringent standards for protecting

patient data and emphasizing our dedication to patient confidentiality.
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FTC Act (Federal Trade Commission Act): This act is crucial in ensuring transparency in our

privacy and data management practices, aligning with our ethos of ethical operations.

False Claims Act: This Act is essential in maintaining financial transparency, particularly in

our dealings with the federal government, underscoring our commitment to integrity.

21st Century Cures Act: While its primary focus is on pharmaceuticals, its provisions related
to electronic health records significantly shape our data management strategies, aligning us

with best practices in data governance.

State-Specific Laws and Regulations

In our operations across Minneapolis, Portland, and Arlington, we meticulously adhere to
the unique privacy laws of Minnesota, Oregon, and Virginia. These laws include specific
provisions such as breach notification requirements and patient consent protocols. For
instance, Oregon's stringent data breach laws require immediate notification within a
specific period, a practice we have integrated into our standard operational procedures.
Our compliance teams utilize advanced data tracking systems to ensure our practices meet
and exceed these regional compliance standards. This commitment to understanding and
respecting each state's privacy laws enhances patient trust, demonstrating our commitment

to preserving their privacy rights within every single governing domain.
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Medical Records Retention Laws

Our data storage strategies are carefully tailored to align with the diverse medical records
retention laws in the states in which we operate. We have implemented state-of-the-art
digital archiving systems that automatically adjust retention periods based on state-specific
legislation. For example, in Virginia, we adhere to the state-mandated retention period for
certain types of medical records, different from those in Minnesota. This approach ensures
compliance and enhances the efficiency and reliability of our patient data management
systems. By proactively managing these variations, we reflect our commitment to

operational excellence and meticulous healthcare data stewardship.

Recommendation for Continuous Alignment

The regulatory landscape in healthcare is dynamic and ever changing. To maintain our
position as a leader in compliance, Health Network, Inc. engages regularly with legal and
industry experts to stay informed about upcoming legislative changes and industry best
practices. We conduct quarterly reviews to assess the impact of potential regulatory shifts
and develop contingency plans accordingly. This proactive engagement includes seminars
and workshops for staff, ensuring that our team remains knowledgeable and prepared for
changes. By anticipating and preparing for future regulatory developments, we safeguard
the interests of our stakeholders and reinforce their trust in our unwavering commitment to

regulatory excellence and adaptability.
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Summary

Health Network, Inc.'s Risk Management Plan is a profound declaration of our commitment
to integrity, security, and excellence in digital healthcare. It is a comprehensive and dynamic
blueprint, meticulously crafted to navigate the complexities of the digital age, ensuring the
security and confidentiality of patient data at every turn. Our plan transcends procedural
compliance, embedding rigorous standards like HIPAA and PCI DSS into our organizational
ethos, thus reflecting a deep-seated ethical commitment to patient privacy and data
protection. Through this plan, we establish a robust framework for strategic decision-
making, stakeholder confidence, and continual legal alignment, ensuring that every step is
guided by a commitment to safeguarding the well-being and trust of our patients, partners,
and the community. As we navigate the intricate landscape of state-specific regulations and
evolving medical laws, our proactive engagement with legal experts and our adaptable
approach positions us not merely as participants in the healthcare sector but as pioneers in
setting benchmarks for data security and patient trust. This plan, therefore, is more than a
compliance document; it embodies our pledge to uphold the highest standards of
excellence and integrity, reinforcing our role as a trusted leader in the digital transformation

of healthcare.



Roles and Responsibilities

Role

IT Management

System and

Information Owners

Functional

Management

Responsibilities

Technical Leadership: Supervise the incorporation of
technical solutions aligned with the risk management

strategy.

Infrastructure Protection: Ensure IT assets are safeguarded

against potential threats.

Collaboration: Work closely with Information Security
Management to enforce and oversee technical safety

measures.

Asset Management: Identify and prioritize information and

systems based on importance and vulnerabilities.

Control Implementation: Ensure proper controls are in

place, balancing access, and security needs.

Change Management: Approve major changes,

understanding implications on risk and security.

Operational Oversight: Ensure all operations align with risk

management guidelines.

15



Information Security

(IS) Management

Security Awareness

Trainers

Decision Authority: Make trade-off decisions affecting
mission accomplishment while balancing risk

considerations.

Policy Oversight: Draft and enforce security policies in line

with industry standards.

Security Monitoring: Regularly assess and update security

measures to address evolving threats.

Incident Response: Lead protocols to address and

counteract security breaches or threats promptly.

Training Development: Create security awareness sessions,
ensuring staff understand their role in safeguarding the

organization.

Content Updates: Refresh training content based on

emerging threats or policy changes.

Training Evaluation: Gauge the impact and effectiveness of

training sessions, iterating based on feedback.

16



Project Schedule

Date Deliverable

End of Week 5 Risk Management Plan Outline and Research
End of Week 7 Risk Assessment Plan

End of Week 9 Risk Mitigation Plan

End of Week 14 Business Impact Analysis (BIA) and Business Continuity Plan (BCP)

End of Week 16 Final Risk Management Plan

17
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Part 2 — Risk Assessment Plan

Purpose and Importance

The Risk Assessment Plan serves as a keystone in Health Network Inc.'s strategic framework,
meticulously crafted to identify and assess potential threats and vulnerabilities that could
hamper the organization's seamless operations. In today's digital landscape, where data
breaches have unfortunately become all too frequent, the imperatives of data integrity,
confidentiality, and availability have taken center stage. The reputation and trustworthiness
of Health Network Inc. hinge on its adeptness at navigating these challenges. A
comprehensive risk assessment transcends mere data safeguarding; it instills confidence,

forging robust and lasting bonds with our patients, stakeholders, and collaborators.

Scope and Boundaries

In our endeavor to ensure top-notch security and robust risk management, we delve deep
into the intricacies of Health Network Inc.'s data center infrastructure, scrutinizing each
potential area of vulnerability. However, to conduct a targeted and efficient assessment, it
is pivotal to delineate the scope of our investigation. While our approach is holistic, it is also
tempered with specificity, ensuring we concentrate our efforts on the critical junctures
instrumental to the organization's seamless operations. By clearly defining these
boundaries, we not only optimize the deployment of resources but also ensure that our

time and energies are channeled into addressing the most significant areas of concern,
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bolstering our overarching mission of safeguarding patient data, and ensuring operational

resilience.

Data Center Assets and Activities

In the modern digital landscape, Health Network Inc.'s data centers function as more than
just infrastructural hubs—they serve as the very pulse of the organization. Our servers
transcend their mechanical nature, acting as sanctuaries for invaluable patient data,
chronicling each individual's health journey, every transaction, and every point of contact.
The integrity of this data not only ensures regulatory compliance but cements the trust
patients place in us. Meanwhile, the intricate web of our networking infrastructure, though
operating subtly in the background, stands as a vigilant gatekeeper. It enables seamless,
real-time patient care and consultations, and its fortification is paramount to thwart
potential cyber threats and unauthorized infiltrations. Complementing these systems are
our robust backup and recovery mechanisms. They are not mere redundancies but
symbolize our unwavering commitment to resilience. In the face of challenges—be it
cyberattacks like ransomware or system failures—these mechanisms assure our
stakeholders of our dedication to business continuity and the safeguarding of patient data

against all odds.

Risk Identification

Risk identification is a critical phase in the risk assessment process that involves

systematically recognizing potential threats and vulnerabilities that could affect Health
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Network Inc. It requires the collaboration of the project team, relevant stakeholders, and a
thorough evaluation of a range of factors, including environmental conditions,

organizational culture, and project management documents.

Methods for Risk Identification

The following methods will be employed to assist in the identification of risks associated

with Health Network Inc.'s operations:

Brainstorming: Regular brainstorming sessions will be conducted with cross-functional
teams to gather a wide range of ideas and potential risks. This inclusive approach

encourages diverse perspectives.

Interviewing: Key stakeholders, subject matter experts, and employees across
departments will be interviewed to capture their insights regarding potential risks. This

approach ensures that risks from various areas of the organization are considered.

SWOT Analysis (Strengths, Weaknesses, Opportunities, and Threats): A SWOT analysis
will be conducted to identify internal and external factors that could pose risks or

opportunities. Weaknesses and threats will be the primary focus in this context.

Diagramming: Visual tools, such as flowcharts and process maps, will be used to identify

potential points of failure, bottlenecks, or vulnerabilities in critical processes.

Document Review: A thorough examination of key project management documents,

including the project scope, schedule, cost estimates, resource plan, and others, will be
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conducted. This step ensures that risks are assessed in the context of project-specific

details.

i.  Historical Data Analysis: Reviewing historical data related to incidents, breaches, or
disruptions within the organization will provide valuable insights into recurring risks and

vulnerabilities.

ii.  Checklists and Templates: Industry-specific checklists and templates will be utilized to

ensure comprehensive coverage of potential risks.

iii.  Expert Consultation: In cases of complex or specialized risks, external experts may be

consulted to provide insights and recommendations.

Risk Register

All identified risks will be documented in a centralized Risk Register. The Risk Register will
capture detailed information about each risk, including its description, potential impact,
likelihood of occurrence, risk category, and any associated dependencies. Each risk will be

assigned a unique identifier for tracking purposes.

Risk Categories

Risks will be categorized based on various criteria, such as their nature, origin, or potential
impact. Common risk categories may include cybersecurity risks, operational risks,
compliance risks, financial risks, and strategic risks. Categorizing risks helps in prioritizing

and addressing them effectively.
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Risk Documentation

For each identified risk, the following information will be documented:

i.  Risk Description: A concise yet comprehensive description of the risk, including its

potential consequences if realized.

ii.  Risk Impact: An assessment of the potential impact or harm that the risk could cause,
considering factors like monetary loss, operational disruption, reputational damage, or

legal consequences.

iii.  Risk Likelihood: An estimation of the likelihood or probability of the risk occurring, often

categorized as high, medium, or low.

iv.  Risk Priority: A calculated risk priority score, which combines the impact and likelihood

assessments to prioritize risks. This score helps in focusing efforts on high-priority risks.

v. Dependencies: Any dependencies or relationships between this risk and other risks or

organizational processes.

vi.  Mitigation Strategies: Initial ideas or strategies for mitigating or addressing the risk,

which will be further developed in the risk response planning phase.

Threats and Vulnerabilities

Understanding the specific threats and vulnerabilities faced by Health Network Inc. is crucial

for effective risk management. Threats are external or internal factors that can potentially
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harm the organization, while vulnerabilities are weaknesses or gaps in its systems,
processes, or infrastructure that can be exploited by these threats. By identifying and
analyzing threats and vulnerabilities, the organization can take proactive measures to

mitigate the associated risks.

Identified Threats

Health Network Inc. has identified quite a few threats that have the potential to impact its

operations and data security:

Cybersecurity Threats: The organization faces various cybersecurity threats, including
hacking attempts, malware infections, phishing attacks, and denial-of-service (DoS)
attacks. These threats can compromise the confidentiality, integrity, and availability of

sensitive data.

Regulatory Changes: Changes in healthcare regulations, such as updates to the Health
Insurance Portability and Accountability Act (HIPAA) or state-specific privacy laws, can

pose compliance risks and require adjustments in data handling practices.

Natural Disasters: Health Network Inc. operates in geographically diverse locations.
Threats such as hurricanes, earthquakes, floods, or power outages can disrupt data

centers and affect business continuity.

Third-Party Risks: Collaborations with third-party vendors introduce risks related to data

breaches or service disruptions on the part of these vendors.
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v.  Employee Errors: Human errors, such as accidental data leakage or misconfigured

security settings, can lead to security incidents.

Identified Vulnerabilities

Health Network Inc. has identified specific vulnerabilities within its systems and processes:

i.  Outdated Software: Critical legacy software systems may have security vulnerabilities

that could be exploited by cyber threats.

ii.  Limited Training: Insufficient cybersecurity awareness and training among employees

can create vulnerabilities, as employees may inadvertently engage in risky behaviors.

iii.  Insufficient Backup Systems: Inadequate data backup and disaster recovery mechanisms

can leave critical data and systems vulnerable to loss or disruption.

iv.  Access Control Weaknesses: Inconsistent access control policies or ineffective

authentication methods can lead to unauthorized access.

v. Inadequate Incident Response: The absence of a well-defined incident response plan

can delay the organization's ability to mitigate the impact of security incidents.

Additional Threats and Vulnerabilities

Insider Threats:

= Disgruntled Employees: Employees potentially harm the organization due to dissatisfaction or

personal grievances.
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=  Mitigation Strategies: Implement stringent access controls, conduct comprehensive
background checks, monitor user activities closely, and cultivate a supportive and inclusive

work culture to mitigate potential discontent.

= |Insider Espionage: Employees leaking sensitive information to competitors or external

entities.

=  Mitigation Strategies: Employ robust data leakage prevention tools, provide regular security

awareness training, and establish clear policies regarding data access and sharing.

Advanced Persistent Threats (APTs):

= Targeted Cyber Attacks: Extended, sophisticated cyberattacks that steal data over time.

=  Mitigation Strategies: Deploy advanced threat detection and response solutions, maintain

updated systems, and conduct frequent security audits and penetration testing.

= State-Sponsored Attacks: Cyberattacks conducted or supported by nation-states.

=  Mitigation Strategies: Implement stringent cybersecurity measures, continuously monitor
network activities, and collaborate with governmental cybersecurity initiatives for threat

intelligence.

Supply Chain Risks:

=  Compromised Hardware or Software: Risks associated with receiving tainted hardware or

software from suppliers.
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=  Mitigation Strategies: Diversify suppliers, conduct rigorous security assessments of all

suppliers, and enforce strict quality control checks.

=  Dependency on Single Supplier: Over-reliance on a single supplier for essential components

or services.

=  Mitigation Strategies: Develop contingency plans, establish relationships with multiple

suppliers, and maintain a strategic stockpile of critical components when feasible.

Social Engineering Attacks:

= |Impersonation: Attackers masquerading as trusted individuals to manipulate employees.

=  Mitigation Strategies: Provide extensive training on recognizing social engineering tactics,
implement multi-factor authentication, and establish robust verification processes for

sensitive actions.

= Baiting: Luring end-users with enticing offer to extract confidential information.

=  Mitigation Strategies: Enhance awareness of baiting tactics among employees, implement

email filtering solutions, and encourage a culture of skepticism and verification.

Technological Failures:

= Software Bugs or Glitches: Unintended software behaviors leading to vulnerabilities.

=  Mitigation Strategies: Ensure timely application of software patches and updates, conduct

regular software audits, and maintain robust incident response plans.
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=  Qutdated Technology: Utilization of obsolete hardware or software lacking current security

features.

=  Mitigation Strategies: Implement a technology refresh plan, ensure all software and

hardware are kept up-to-date, and proactively retire legacy systems.

Economic Instability:

=  Market Fluctuations: Unpredictable changes affecting the organization’s financial stability.

= Mitigation Strategies: Diversify income sources, maintain a solid financial reserve, and

conduct regular financial risk assessments.

=  Recession: Economic downturns lead to reduced funding and potential budget cuts.

=  Mitigation Strategies: Optimize operational efficiency, explore alternative revenue streams,

and maintain financial flexibility.

Intellectual Property Theft:

= Unauthorized Access: Unauthorized use or theft of the organization’s intellectual property.

=  Mitigation Strategies: Implement strong access controls, secure intellectual property through

legal means, and actively monitor for unauthorized usage.

= Patent Infringement: Competitors unlawfully use patented processes or technologies.

=  Mitigation Strategies: Enforce intellectual property rights, engage in active market

surveillance, and pursue legal actions when necessary.



28

Loss of Key Personnel:

= Resignations: Sudden departure of crucial staff members.

=  Mitigation Strategies: Develop a comprehensive succession plan, offer competitive benefits

to retain key personnel, and ensure cross-training of staff.

=  Lack of Succession Planning: Absence of a strategy to replace key personnel.

=  Mitigation Strategies: Establish and regularly update a succession plan and encourage

knowledge sharing across the organization.

Reputational Damage:

=  Negative Publicity: Damaging news or social media coverage.

=  Mitigation Strategies: Maintain a proactive public relations strategy, communicate

transparently during crises, and foster strong stakeholder relationships.

=  Stakeholder Mistrust: Erosion of trust from clients, partners, or employees.

=  Mitigation Strategies: Engage in transparent and consistent communication, demonstrate

commitment to stakeholder values, and swiftly address any issues that could erode trust.

Data Integrity Threats:

=  Data Manipulation: Unauthorized alterations to data compromising its accuracy.

= Mitigation Strategies: Implement robust data validation checks, maintain secure data

backups, and conduct frequent data integrity audits.
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=  DataInconsistency: Discrepancies in data across various systems.

=  Mitigation Strategies: Establish strong data governance policies, ensure data consistency

through regular audits, and implement data synchronization mechanisms where necessary.

Physical Security Threats:

=  Unauthorized Access: Unapproved entry into physical facilities.

=  Mitigation Strategies: Enforce strict access control policies, utilize comprehensive

surveillance systems, and maintain a visible security presence.

=  Sabotage: Deliberate harm to physical assets or infrastructure.

=  Mitigation Strategies: Implement anti-sabotage measures, conduct regular security drills, and

maintain robust incident response plans.

Environmental Risks:

= (Climate Change: Long-term alterations in climate patterns potentially impacting facilities.

=  Mitigation Strategies: Adopt sustainable and resilient operational practices and engage in

long-term planning for climate resilience.

=  Pollution: Contamination affecting employee health or equipment.

=  Mitigation Strategies: Ensure compliance with environmental regulations, promote

sustainable practices, and establish protocols for pollution response and mitigation.
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Risk Assessment

The assessment of threats and vulnerabilities serves as a critical input for the subsequent
stages of the risk assessment process. These findings will be used to prioritize risks, assess
their potential impact, and develop risk response strategies that are tailored to address
specific threats and vulnerabilities. By proactively addressing these risks, Health Network
Inc. aims to enhance its overall security posture and protect sensitive data from potential

harm.

Risk Analysis

In the risk analysis phase, Health Network Inc. will evaluate and assess the identified risks to
determine their potential impact on the organization. This analysis helps prioritize risks
based on their significance and likelihood of occurrence. The risk analysis process includes

both qualitative and quantitative assessments.

Qualitative Risk Analysis

Qualitative risk analysis focuses on assessing risks based on subjective criteria, such as
probability and impact. This assessment allows the organization to categorize risks and
determine their relative priority. The following qualitative risk analysis approach will be

employed:



Risks will be categorized into three probability levels:

iii.  High: Risks with a greater than 70% probability of occurrence.

ii.  Medium: Risks with a probability between 30% and 70%.

i Low: Risks with a probability below 30%.

Risks will be categorized into three impact levels:
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Probability

iii.  High: Risks that have the potential to significantly impact project cost, schedule, or

performance.

ii.  Medium: Risks that have the potential to slightly impact project cost, schedule, or

performance.

i Low: Risks that have minor impact on cost, schedule, or performance.

Risks falling within the - (High Probability and High Impact) and YELLOW (Medium

Probability and High Impact) zones will be considered major risks and will require detailed

risk response plans, including risk response strategies and risk contingency plans.

Quantitative Risk Analysis

Quantitative risk analysis involves estimating the effect of prioritized risks on project

activities. Numerical ratings are assigned to risks based on quantitative analysis, allowing for

a more precise evaluation of their potential impact on the project. While Health Network

Inc. acknowledges the importance of quantitative analysis, the organization primarily relies
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on qualitative analysis for risk assessment, given the dynamic and complex nature of

healthcare technology projects.

Risk Response Planning

Once risks have been identified, assessed, and prioritized, the organization will develop risk
response plans to mitigate or address these risks effectively. Each major risk falling within
the RED and YELLOW zones will be assigned to a designated risk owner who will be

responsible for monitoring and controlling that risk.

The risk response planning phase involves selecting appropriate approaches to address each

major risk. The following risk response strategies may be employed:

Avoid: Eliminate the threat or condition that gives rise to the risk, thus protecting

project objectives.

Mitigate: Identify and implement actions to reduce the probability or impact of the risk.

Accept: Acknowledge the risk and take no specific action.

Contingency: Define specific actions to be taken if the risk materializes to minimize its

impact.

Transfer: Shift the consequences of a risk to a third party, making them responsible for

the risk (e.g., through insurance or outsourcing).
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For risks that are to be mitigated, the project team will identify and implement strategies to
prevent the risk from occurring or to reduce its impact or probability. This may involve
adjustments to project schedules, resource allocation, or other appropriate measures. Any
secondary risks that may arise from risk mitigation responses will also be documented and

managed according to the risk management protocol.

Additionally, for major risks that are accepted, a contingency plan will be outlined to

minimize the impact should the risk materialize.

Controls

To safeguard against threats and vulnerabilities, Health Network Inc. has established a set
of robust controls. This section outlines the controls, highlighting their purposes and the

logic behind their adoption:

Access Control

e Objective: Limit access to authorized individuals.

e Measures:

e Authentication Protocols: Utilize passwords, multi-factor authentication, and

biometrics.

e Role-Based Access: Permissions aligned with job roles.

e Periodic Access Reviews: Adjust permissions in line with job changes.



Session Management: Implement timed logouts to guard against unauthorized

access during inactivity.

Data Encryption

e Objective: Shield data during transmission and storage.

e Measures:

Transmission Security: Adopt SSL and TLS protocols.

Data-at-Rest Protection: Encrypt stored data.

Security Audit and Evaluation

e Objective: Ascertain control efficacy and pinpoint vulnerabilities.

e Measures:

Vulnerability Scans: Use automated tools for detection.

Penetration Tests: Engage ethical hackers to unveil hidden vulnerabilities.

Incident Management

e Objective: Curtail the impact of security breaches.

e Measures:

Swift Incident Detection: Established mechanisms for immediate detection.

34
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e Dedicated Response Team: On standby for swift action.

e Transparent Communication: Protocol to keep stakeholders informed.

Employee Capacitation

e Objective: Reduce risks associated with human error.

e Measures:

e Security Training: Equip employees with knowledge of best practices.

e Phishing Drills: Simulated exercises to enhance phishing threat recognition.

Vendor Security Oversight

e Objective: Ensure third-party vendors align with security expectations.

e Measures:

e Vendor Risk Evaluations: Assess third-party security controls.

e Contractual Precautions: Define security obligations in contracts.

Security Updates and Software Integrity

e Objective: Protect against software vulnerabilities.

e Measures:

e Patch Management: Apply security patches promptly.



36

e Secure Coding: Adhere to practices that minimize software vulnerabilities.

Physical Security

e Objective: Safeguard physical data assets and infrastructure.

e Measures:

e Restricted Access: Implement stringent access controls to data centers.

e Environmental Safeguards: Equip facilities with fire suppression and climate

control systems.

As the cybersecurity landscape evolves, Health Network Inc. remains committed to ongoing

control assessment and refinement to stay ahead of emerging challenges.

Roles and Responsibilities

Role Responsibilities

IT Management Technical Leadership: Supervise the incorporation of
technical solutions aligned with the risk management

strategy.

Infrastructure Protection: Ensure IT assets are safeguarded

against potential threats.



System and

Information Owners

Functional

Management

Information Security

(IS) Management
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Collaboration: Work closely with Information Security
Management to enforce and oversee technical safety

measures.

Asset Management: Identify and prioritize information and

systems based on importance and vulnerabilities.

Control Implementation: Ensure proper controls are in

place, balancing access, and security needs.

Change Management: Approve major changes,

understanding implications on risk and security.

Operational Oversight: Ensure all operations align with risk

management guidelines.

Decision Authority: Make trade-off decisions affecting
mission accomplishment while balancing risk

considerations.

Policy Oversight: Draft and enforce security policies in line

with industry standards.

Security Monitoring: Regularly assess and update security

measures to address evolving threats.



Security Awareness

Trainers

Schedule

Date

End of Week 5

End of Week 7

End of Week 9

End of Week 14

Incident Response: Lead protocols to address and

counteract security breaches or threats promptly.

Training Development: Create security awareness sessions,
ensuring staff understand their role in safeguarding the

organization.

Content Updates: Refresh training content based on

emerging threats or policy changes.

Training Evaluation: Gauge the impact and effectiveness of

training sessions, iterating based on feedback.

Deliverable

Risk Management Plan Outline and Research

Risk Assessment Plan

Risk Mitigation Plan

Business Impact Analysis (BIA) and Business Continuity Plan (BCP)
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End of Week 16

Final Risk Management Plan
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Part 3 —Risk Mitigation Plan

Introduction

A mitigation plan is a critical component of an organization's strategic framework, designed
to ensure the continuity and resilience of operations amidst various potential risks. By
adopting a proactive approach, a mitigation plan outlines the methods and actions
designated for identifying, assessing, and alleviating risks. In practice, it solidifies a
dependable foundation to navigate uncertainties, guiding through potential incidents and
offering well-defined strategies to mitigate damaging effects on an organization's assets,

reputation, and overall functionality.

Within the broader scope of risk management, the National Institute of Standards and
Technology (NIST) underscores the importance of mitigation in its publication Risk
Management Framework for Information Systems and Organizations: A System Life Cycle
Approach for Security and Privacy. A mitigation plan transforms risk assessments into
actionable strategies, strengthening the organization's defenses against anticipated and

unforeseen challenges.

The structure of a mitigation plan envelops various core segments, beginning with Risk
Identification, where potential operational, financial, legal, reputational, and technological
risks are pinpointed. Following identification, the Risk Assessment phase evaluates the
likelihood and impact of these risks, providing a clear overview of the risk landscape to

prioritize mitigation efforts.
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Subsequently, the Mitigation Strategy Development phase involves crafting tailored
strategies based on the risk assessment, aiming to prevent, transfer, or reduce the impact
of risks. Implementation then follows, applying these strategies across the organization,
which may require resource allocation, training, and introducing new processes or

protocols.

The Monitoring and Review phase ensures continuous evaluation of the strategies'
effectiveness, allowing for adjustments in response to changing risks and organizational
needs. Effective communication is also critical, necessitating a reliable framework to ensure

awareness and adherence to the mitigation plan at all organizational levels.

Documentation and Reporting, along with Legal and Regulatory Compliance, are the final
integral steps, emphasizing the need for comprehensive records, regular reporting, and

ensuring alignment with legal requirements to avoid compliance issues.

A mitigation plan is a living document requiring regular updates to reflect changes in the
organization and its external environment. This collaborative effort reflects an

organizational commitment to breeding a resilient and proactive risk management culture.

In summary, a meticulously crafted mitigation plan demonstrates an organization's
dedication to managing and mitigating risks, propelling it toward achieving its strategic
objectives in a secure and structured environment. It equips organizations to anticipate,
respond to, and recover from adversities, ensuring a sustainable path toward growth and

stability.
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Purpose and Importance

The primary objective of this mitigation plan is to establish a comprehensive and proactive
approach toward identifying, assessing, and addressing the various risks that Health
Network, Inc. might encounter. By accurately defining the strategies and actions required to
mitigate potential adversities, this document is a crucial tool for safeguarding the

organization's assets, reputation, and overall operational integrity.

The importance of this plan to Health Network, Inc. cannot be overstated. In today's rapidly
evolving business landscape, characterized by technological advancements and complex
regulatory environments, organizations are increasingly vulnerable to a wide array of risks.
These risks, if left unaddressed, could lead to significant financial losses, legal liabilities, and
damage to the organization's reputation. The mitigation plan, therefore, plays a vital role in
fortifying the organization's defenses against these risks, ensuring a resilient and stable

operational environment.

Furthermore, the plan underscores the organization's commitment to due diligence and
responsible governance. By proactively identifying and addressing potential risks, Health
Network, Inc. demonstrates to its stakeholders, including employees, customers, and
regulatory bodies, that it is dedicated to maintaining a secure and trustworthy operational
environment. When done correctly, we not only enhance the organization's credibility and
trustworthiness but also contribute to building a security-adept organizational culture that

values foresight and risk awareness.
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The crux of this plan is its methodical approach to risk management. By breaking down risks
into tangible elements, the plan serves as a strategic manual, guiding the organization in
preempting, navigating, and resolving challenges. Therefore, it ensures that Health
Network, Inc. remains reactive and predictive in its approach, sustaining its preparedness

for unforeseen events.

The value of this mitigation plan to Health Network, Inc. is multifaceted. In a business
ecosystem teeming with uncertainties, from swift technological pivots to evolving
regulatory demands, risks can blindside even the most diligent organizations. Unaddressed
risks can precipitate financial setbacks, reputational damage, and legal ramifications. Thus,
this plan is not just a protective shield; it is a testament to Health Network, Inc.'s
unwavering commitment to its stakeholders. By meticulously plotting risk strategies, the
organization reinforces its dedication to ensuring a seamless, secure, and trustworthy

operational backdrop.

Previously Identified Threats

To ensure a thorough risk management process, Health Network Inc. must remain vigilant
and proactive, regularly updating its threat inventory to account for emerging threats,
changes in operations and environment, and lessons learned from incidents impacting

similar organizations.

Advanced Persistent Threats (APTs) and Supply Chain Risks: Our digital environment is

fraught with complex threats, particularly Advanced Persistent Threats (APTs) and
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Supply Chain Risks. APTs involve highly skilled adversaries using countless tactics to
achieve their long-term goals, necessitating advanced detection and mitigation
strategies. Equally concerning are the risks associated with our supply chain, including
the potential receipt of compromised hardware or software and an over-reliance on
single suppliers for crucial components. Mitigating these risks requires diversifying our
supplier base and conducting rigorous security assessments.

Social Engineering Attacks and Technological Failures: The organization also faces
threats from an ever-evolving array of social engineering attacks aimed at manipulating
individuals. To counteract this, we must invest in comprehensive training and establish
robust verification processes. Simultaneously, we must address technological failures,
such as software glitches and outdated technologies, through regular audits and a
proactive replacement strategy.

Economic Instability and Intellectual Property Theft: The current economic landscape
presents additional challenges, with market volatility necessitating diversified income
streams and a substantial financial reserve. Additionally, the theft of intellectual
property through unauthorized access or patent infringement poses a significant risk,
underscoring the need for stringent cybersecurity measures and legal protections.
Personnel, Reputational, and Data Integrity Risks: The unexpected loss of key personnel
highlights the critical importance of succession planning and employee retention
strategies. Reputational risks stemming from negative publicity or stakeholder mistrust

require proactive public relations and transparent communications. Additionally, we
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must safeguard data integrity through rigorous validation checks and regular audits to
prevent unauthorized manipulation and ensure consistency across systems.

Physical Security and Environmental Risks: Ensuring the physical security of our facilities
is imperative, requiring access controls, surveillance systems, and adequate security
personnel to prevent unauthorized access and potential sabotage. Additionally, we must
address environmental risks, such as climate change and pollution, through sustainable

practices and regular risk assessments.

The identification and assessment of these threats highlight the multifaceted nature of risk
management at Health Network Inc. Through proactive measures, continuous monitoring,
and strategic planning, we can protect our assets, maintain our reputation, and ensure

operational stability.

Newly Identified Threats

During the comprehensive risk assessment of Health Network Inc., several previously
unidentified threats have become known, warranting immediate attention and strategic

planning. These include:

= Advanced Persistent Threats (APTs): These are sustained and targeted cyber-attacks
perpetrated to infiltrate the network over a period of time, often for espionage or

data exfiltration.

=  Supply Chain Risks: This involves potential vulnerabilities introduced through third-

party vendors or service providers, including compromised hardware or software.
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Technological Failures: These entail risks associated with outdated technology and

software glitches that could disrupt operations or expose sensitive data.

Economic Instability: The organization faces potential financial instability due to

market fluctuations and economic downturns.

Intellectual Property Theft: This risk involves unauthorized access to or theft of the

organization’s intellectual property.

Loss of Key Personnel: The unexpected departure of crucial staff members without

adequate succession planning poses a significant risk.

Reputational Damage: Negative publicity or stakeholder mistrust could harm the

organization’s reputation and trustworthiness.

Data Integrity Threats: Unauthorized data manipulation or inconsistencies across

different systems could compromise data reliability.

Physical Security Threats: Risks associated with unauthorized access to physical

facilities or sabotaging physical assets.

Environmental Risks: Long-term environmental changes or pollution could impact

the organization’s operations and employee well-being.
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Controls to Implement

To address the identified threats, Health Network Inc. will implement the following

controls:

= Advanced Threat Detection Tools: For APTs, implement advanced threat detection

and response tools, along with regular security audits.

= Supplier Diversification and Security Assessments: For supply chain risks, diversify

suppliers and conduct rigorous security assessments of all third-party vendors.

= Regular Software Updates and Replacement Plans: Address technological failures
through regular software updates, patches, and maintaining a replacement plan for

outdated technology.

® Financial Diversification and Risk Assessments: Mitigate economic instability by

diversifying income streams and conducting regular financial risk assessments.

= |ntellectual Property Protections: Implement robust cybersecurity measures and

secure intellectual property rights legally to protect against theft.

= Succession Planning and Employee Retention: Develop a solid succession plan and

offer competitive benefits to retain key staff.

= Proactive Public Relations and Stakeholder Engagement: For reputational risks,
maintain proactive public relations and ensure transparent communication during

crises.
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= Data Validation and Regular Audits: Implement data validation checks and conduct

regular audits to ensure data integrity.

= Enhanced Physical Security Measures: Employ access control surveillance systems

and ensure adequate security personnel are on-site.

= Adoption of Sustainable Practices: Mitigate environmental risks by adopting

sustainable practices and conducting regular environmental risk assessments.

Future Threats

To identify and mitigate future threats, Health Network Inc. will:

= Continuous Monitoring and Intelligence Gathering: Regularly monitor the threat

landscape and gather intelligence on emerging threats.

= Regular Risk Assessments: Conduct frequent risk assessments to identify and

evaluate new risks, ensuring the risk management plan is always up to date.

* |ncident Response and Learning: Develop a robust incident response plan and

ensure lessons are learned and applied from any security incidents.

= Employee Training and Awareness Programs: Continuously educate employees on

security best practices and encourage a culture of security awareness.

= Engagement with Industry Groups and Forums: Participate in industry groups and

forums to stay abreast of the latest threats and mitigation strategies.
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® |nvestment in Emerging Security Technologies: Continuously evaluate and invest in

emerging security technologies to strengthen the organization’s defensive posture.

= Scenario Planning and Simulations: Conduct scenario planning and simulations to

prepare for potential future threats and ensure readiness.

By implementing these controls and strategies, Health Network Inc. will be better
positioned to proactively address current threats and adapt to emerging risks, ensuring the

long-term resilience and security of the organization.
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Part 4 — Business Impact Analysis (BIA) & Business Continuity Plan

(BCP)

Business Impact Analysis

Purpose

The Business Impact Analysis (BIA) for Health Network Inc. aims to assess and prepare for
its essential services and operations disruptions. This analysis is essential for understanding
and quantifying the impact of various disturbances. It specifically focuses on those that
affect the organization's data center services since they are essential for all aspects of

Health Network Inc.'s functioning.

The BIA has multiple objectives. Firstly, it aims to identify and evaluate critical functions
within Health Network Inc.: patient care, data management, financial transactions, and legal
compliance. Furthermore, the BIA assesses the potential impacts of disruptions on these
critical functions. This includes understanding various risks and vulnerabilities that could
lead to service interruptions, such as technological failures, natural disasters, and cyber

threats.

Moreover, the BIA quantifies the potential impact of these disruptions in terms of monetary
loss, impact on patient care, legal repercussions, and damage to reputation. This involves
establishing metrics like Maximum Tolerable Downtime (MTD) for each critical function.

Additionally, the BIA creates a framework that prioritizes the recovery of services based on
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their criticality and the severity of impact. This ensures that the most vital functions are
restored first. The BIA also guides the allocation of resources for risk mitigation and
recovery efforts, ensuring that investments are strategically directed to protect the most
vital aspects of the organization. Lastly, it ensures compliance with legal, regulatory, and

ethical standards, particularly patient data security and privacy.

Mission/Business Processes and Recovery Criticality

Health Network Inc. has three primary products, HNetExchange, HNetPay, and
HNetConnect, which are crucial for seamless healthcare services. The key hardware
components in the data centers, such as web servers, databases, and firewalls, play a
leading role in the resilience of these services. It is critical to restore these elements rapidly
within the defined Maximum Tolerable Downtime (MTD) to ensure uninterrupted
healthcare delivery and sustain the organization's financial health. Therefore, the recovery
plan strategically prioritizes these vital hardware resources to ensure Health Network Inc.'s

continuous operation and maintain service excellence.

Resource Requirement

In order to resume and ensure the continuity of Health Network Inc.'s critical operations,
the BIA focuses on identifying and evaluating the essential resources. A comprehensive
resource requirement analysis is conducted to guarantee that all necessary com ponents are
readily available and capable of supporting recovery efforts. This section encompasses

several important aspects, including technical infrastructure, human resources, facilities and
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equipment, data and records, and supplies and logistics. These aspects are evaluated
thoroughly to ensure that all necessary hardware, software, key personnel, facilities,
equipment, records, and supplies are available and capable of supporting critical
operations. The evaluation emphasizes these resources' reliability, scalability, and security
and considers contingency plans for training, backup, and availability during emergencies.
Furthermore, strategies for data backup, recovery, and protection against data loss and

logistics for supply chain management during a disruption are considered.

Recovery Priorities

In this essential section, Health Network Inc. establishes the recovery hierarchy for its
systems and processes to ensure swift resumption of services post-disruption. The
immediate focus is on life-critical systems like emergency response, life-support, and
essential patient record access. Subsequently, high importance is given to maintaining
financial and legal operations, including billing and regulatory compliance. Support services,
like administrative functions, are assigned medium priority, ensuring smooth organizational
functioning. Non-essential processes, which can withstand temporary suspension without
impacting core operations, are allocated the lowest priority. This prioritization strategy is

integral to Health Network Inc.'s efficient recovery and continued service excellence.

System Descriptions

Health Network Inc. operates three production data centers in Minneapolis, Portland, and

Arlington, which third-party vendors manage. In total, approximately 3,000 servers (around
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1,000 in each center) are crucial for providing customers and doctors with secure
messaging, credit card processing, and doctor-related data. Network devices such as routers
and switches facilitate data flow within each data center, while firewalls ensure security. All
servers in the data centers run on the Linux Server operating system. In Health Network
Inc.'s office locations, 30 employees use about 650 laptops (running on Windows) and
mobile devices (using the latest Android version) to support various organizational tasks and
communication needs. Understanding the critical systems and their interdependencies for

the Business Impact Analysis (BIA) is crucial.

Determine Process and System Criticality

In collaboration with stakeholders, Health Network Inc. identifies and evaluates the
criticality of key processes dependent on the data center. Processes such as Pay Vendor
Invoices, Patient Record Management, and Telehealth Services are analyzed for their impact
on delivering healthcare services. Each process is categorized based on its impact level

(Severe, Moderate, Minimal) to guide the prioritization of recovery efforts.

Mission/Business Description
Process
Pay Vendor Invoices Manages financial transactions with suppliers; essential for

maintaining the supply chain of critical medical goods and

services.



Patient Record

Management

Emergency Response

Systems

Critical Care

Equipment

Telehealth Services

Legal Compliance

Systems

Customer Support

Services
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Manages the storage, retrieval, and updating of patient
medical records; a non-disruptive flow is crucial for effective

treatment decisions.

Coordinates immediate healthcare responses in
emergencies; its reliability is vital for life-saving

interventions.

Involves the use of essential medical machinery that supports
life functions; operational continuity is non-negotiable for

patient survival.

Provides healthcare services remotely; essential for ensuring
ongoing patient care, especially in scenarios where in-person

visits are not possible.

Manages regulatory compliance; critical to avoid legal risks

and ensure uninterrupted healthcare service provision.

Addresses patient inquiries and supports patient care
coordination; key to maintaining service quality and patient

satisfaction.
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If criticality of mission/business processes has not been determined outside of the BIA, the
following subsections will help to determine criticality of mission/business processes that

depend on or support the information system.

Outage Impacts

Impact categories and values should be created in order to characterize levels of severity to
the organization that would result for that particular impact category if the
mission/business process could not be performed. These impact categories and values are

samples and should be revised to reflect what is appropriate for the organization.

The following impact categories represent critical areas for consideration in the event of a

disruption or impact.

e Severe = A severe impact might include complete operational shutdown,
life-threatening situations for patients, or loss of critical medical data. For
instance, a severe impact could be quantified as more than $1 million in
costs, or irreparable damage to patient trust and organizational
reputation.

e Moderate = A moderate impact might involve significant delays in patient
care delivery, temporary loss of communication systems, or short-term
financial implications. This could translate to financial losses between

$500,000 and $1 million, or a measurable decrease in patient satisfaction.
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e Minimal = A minimal impact would not affect patient care directly but
could cause minor administrative issues. Financially, this might mean

losses less than $500,000, or a slight dip in operational efficiency.

The table below summarizes the impact on each mission/business process if it were

unavailable, based on the following criteria:

Mission/Business Process Impact Category Impact Level
Pay Vendor Invoices Financial Moderate
Patient Record Management Operational Severe
Emergency Response Systems Life Safety Severe
Telehealth Services Service Delivery Moderate
Legal Compliance Systems Legal/Regulatory Moderate
Customer Support Services Customer Satisfaction Minimal

Estimated Downtime

In collaboration with mission/business process owners, departmental staff, managers, and
other stakeholders, estimate the downtime factors for consideration as a result of a

disruptive event.
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Maximum Tolerable Downtime (MTD). The MTD represents the total amount of time
leaders/managers are willing to accept for a mission/business process outage or
disruption and includes all impact considerations. Determining MTD is important
because it could leave continuity planners with imprecise direction on (1) selection of an
appropriate recovery method, and (2) the depth of detail which will be required when
developing recovery procedures, including their scope and content.

Recovery Time Objective (RTO). RTO defines the maximum amount of time that a
system resource can remain unavailable before there is an unacceptable impact on
other system resources, supported mission/business processes, and the MTD.
Determining the information system resource RTO is important for selecting appropriate
technologies that are best suited for meeting the MTD.

Recovery Point Objective (RPO). The RPO represents the point in time, prior to a
disruption or system outage, to which mission/business process data must be recovered

(given the most recent backup copy of the data) after an outage.

The table below identifies the MTD, RTO, and RPO (as applicable) for the organizational

mission/business processes that rely on {system name}. Values for MTDs and RPOs are

expected to be specific times, identified in hourly increments (i.e., 8 hours, 36 hours, 97

hours, etc.).



Mission/Business

Process

Manage Electronic

Health Records Access

Process Insurance

Claim Submissions

Coordinate Patient

Care Schedules

Update Healthcare

Provider Databases

Maintain Telemedicine

Platform Availability

Administer Patient

Portal Communications

Oversee Prescription

Refill Approvals

MTD (Maximum

Tolerable

Downtime)

36 hours

48 hours

24 hours

72 hours

24 hours

48 hours

24 hours

RTO (Recovery

Time

Objective)

24 hours

24 hours

12 hours

36 hours

12 hours

24 hours

16 hours
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RPO (Recovery

Point

Objective)

12 hours

6 hours

4 hours

12 hours

4 hours

8 hours

4 hours



Manage Medical 72 hours 48 hours

Inventory and Logistics

Operate Remote 12 hours 6 hours

Patient Monitoring

Systems

Conduct Virtual Health 96 hours 72 hours

Education Sessions

Identify Resource Requirements
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24 hours

1 hour

36 hours

The following table identifies the resources that compose the data centers hosted by our

third-party vendors including hardware, software, and other resources such as data files.

System Platform/OS/Version

Resource/Component

EHR Database Server Red Hat Enterprise Linux
8.2

Description

Hosts patient electronic
health records, essential
for medical operations

and record-keeping.



Application Server Debian 10 Buster

Email Server Zimbra Collaboration
Suite

Backup Server FreeNAS 11.3

Security Server Ubuntu Server 20.04 with
Snort
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Operates the healthcare
applications for
scheduling, billing, and

patient services.

Manages secure email
communications within
the healthcare network

and with patients.

Ensures data redundancy
for all critical health
records and
administrative

information.

Provides intrusion
detection and prevention
to safeguard sensitive

health data.
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Identify Recovery Priorities for System Resources

The table below lists the order of recovery for {system name} resources. The table also
identifies the expected time for recovering the resource following a “worst case” (complete

rebuild/repair or replacement) disruption.

Recovery Time Objective (RTO) - RTO defines the maximum amount of time that a system
resource can remain unavailable before there is an unacceptable impact on other system
resources, supported mission/business processes, and the MTD. Determining the
information system resource RTO is important for selecting appropriate technologies that

are best suited for meeting the MTD.

System Resource/Component Priority Recovery Time Objective (RTO)
Primary Care Application Server High 4 hours
Patient Database Server High 6 hours
Health Analytics Server Medium 8 hours

Virtual Consultation Server Medium 8 hours



Billing and Payment Server

Email Communication Server

Network Infrastructure

Staff Workstations

Mobile Health Monitoring Devices

Primary Care Application Server

Low

Low

High

Medium

Low

High

24 hours

12 hours

4 hours

16 hours

24 hours

4 hours
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Business Continuity Plan (BCP)

Overview

The Business Continuity Plan (BCP) serves as a comprehensive framework to ensure the
resilience and continuity of Health Network Inc.'s operations in the face of disruptions or
emergencies. It encompasses various critical elements to safeguard the organization's
ability to provide high-quality healthcare services and maintain business operations even

during adverse situations.

Scope

The scope of the BCP is all-encompassing, covering every facet of Health Network Inc.'s
operations. This includes both technological and non-technological aspects, ensuring that

no critical function is left unaddressed in the event of a disruption.

Key Business Areas

Within the BCP, Health Network Inc. identifies the key business areas that underpin its
mission. These areas encompass patient care, data management, financial operations, and
legal compliance. Each of these areas plays a crucial role in the organization's ability to fulfill

its healthcare commitments.
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Critical Functions

Critical functions within each key business area are meticulously outlined. These functions
are identified as pivotal to the organization's operations and include tasks such as patient
care delivery, secure data management, financial transaction processing, and legal

compliance. Their detailed description helps in recognizing their significance.

Acceptable Downtime

Acceptable downtime limits are established for each critical function. These limits define
the maximum duration during which a function can be disrupted without causing significant
harm to the organization. The set downtime limits guide the prioritization of recovery

efforts, ensuring that the most critical functions are restored first.

Plan to Maintain Operations

Contingency plans and strategies are formulated within the BCP to ensure that essential
operations can be maintained even in the midst of disruptions. These plans encompass
fallback procedures, the utilization of alternate resources, and the deployment of specific

strategies to minimize downtime and maintain continuity.

Roles and Responsibilities

This section assigns and clarifies roles and responsibilities for all personnel involved in

executing the BCP. It ensures a structured and coordinated response to disruptions by:
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= Designating a Business Continuity Manager responsible for overseeing the

plan's implementation.

= |dentifying department heads and delineating their specific roles in executing

various aspects of the BCP.

= Defining the responsibilities of IT staff, medical personnel, administrative

teams, and support staff, ensuring clarity in their roles during emergencies.

Incident Management Team

The Incident Management Team (IMT) is a pivotal component of the BCP, responsible for
coordinated response efforts during disruptions. Within this section, the IMT's structure is

defined, including:

= The appointment of an Incident Commander who takes charge of the IMT

during a disruption.

= |dentification of IMT members, involving representatives from IT, medical,
legal, and communication teams, who play essential roles in decision-making

and response coordination.

Emergency Communications

This part of the BCP outlines robust procedures for initiating and maintaining emergency

communications throughout a disruption. Key aspects include:
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= Well-defined protocols for alerting and notifying key personnel,

stakeholders, and external authorities about the disruption.

= Establishment of communication methods, including phone systems, email,
and emergency notification systems, ensuring effective information

dissemination.

Customer Communications

Health Network Inc. recognizes the importance of transparent and effective communication

with patients and customers during a disruption. This part of the BCP focuses on:

= Strategies for maintaining open and timely communication with patients and

customers regarding service availability.

= A commitment to providing clear and accurate information to maintain trust

and confidence.

= Addressing patient inquiries and concerns promptly to uphold the

organization's reputation.

Staff Communications

In the event of a disruption, the well-being and informed response of staff members are of

utmost importance. This section ensures effective staff communications by:
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= Defining procedures for staff communication during emergencies, including

safety instructions and reporting channels.

= Qutlining plans for staff relocation if required, prioritizing their safety and

continuity of operations.

= Establishing protocols for regular updates to staff regarding the status of

operations and recovery efforts.

Incident Response Procedures

This crucial section of the BCP outlines incident response procedures specific to Health

Network Inc.'s operations. These procedures include:

= Detailed, step-by-step instructions for activating the BCP in response to

various forms of disruptions.

= Guidelines for assessing the severity of incidents and determining the

appropriate response strategies.

= Comprehensive recovery plans for each critical function and system, ensuring

a systematic approach to restoration.

= Protocols for ongoing monitoring of recovery progress and flexibility to

adjust the plan as circumstances evolve.
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= Procedures for documenting and evaluating the response to incidents,

contributing to continuous improvement in the BCP's effectiveness.

Collectively, these sections of the BCP form a robust framework that enables Health

Network Inc. to prepare for, respond to, and recover from disruptions while maintaining its
commitment to delivering high-quality healthcare services. The plan ensures that all critical
functions are identified, responsibilities are clearly defined, and effective procedures are in

place to safeguard the organization's mission and operations in challenging times.



69

References

National Institute of Standards and Technology (NIST). (n.d.). Risk Management Framework

Overview. Retrieved from

https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf.

National Institute of Standards and Technology (NIST). (n.d.). NIST Special Publication 800-
30 Revision 1. Retrieved from

https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf.

National Institute of Standards and Technology (NIST). (n.d.). NIST Special Publication 800-
34 Revision 1. Retrieved from

https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-34r1.pdf.

Ready.gov. (n.d.). Business Impact Analysis. Retrieved from

https://www.ready.gov/business-impact-analysis.

Ready.gov. (n.d.). Business Continuity Plan. Retrieved from

https://www.ready.gov/business-continuity-plan.

U.S. Department of Health & Human Services. (n.d.). Health Insurance Portability and

Accountability Act (HIPAA). Retrieved from https://www.hhs.gov/hipaa/index.html.

U.S. Department of Health & Human Services. (n.d.). Health Information Technology for
Economic and Clinical Health (HITECH) Act. Retrieved from https://www.healthit.gov/policy-

researchers-implementers/health-it-legislation-and-regulations.


https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-34r1.pdf
https://www.ready.gov/business-impact-analysis
https://www.ready.gov/business-continuity-plan
Accountability%20Act%20(HIPAA).%20Retrieved%20from%20https:/www.hhs.gov/hipaa/index.html

70

Payment Card Industry Security Standards Council. (n.d.). PCI Security Standards. Retrieved

from https://www.pcisecuritystandards.org/.



